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PEKOMEHIALIMU
O Mepax I10 MOBBILEHHIO 3aI{HI[EHHOCTH HHPOPMALIHOHHON UH(PACTPYKTYphI
obpasoBaTe/bHBIX yupexaeHni Poccutickoii dezepariu

AHanu3 cBeflenu# 06 yrposax GesonacHocTH WHMOpMaLKy, TIPOBOAUMDIA
B YC/IOBHAX CKNafbIBaOLLeHcss 0OOCTaHOBKM, yKasblBaeT Ha yBelWueHHe UMCIIa
KOMITLIOTEPHBIX aTak W CBSI3aHHBIX C HUMH yTeueK MepCOHa/IbHBIX JaHHBIX.

ITpofo/mKatoT GUKCUPOBATLCs (aKThI GOMBIIOTO KOMHYECTBA (HIIHHIOBLIX HCceM,
MOMBITOK BHEJPEHHsl BUPYCOB-IUU(POBANLIIMKOB Yepe3 MOYTOBble BIOKEHMS, d TAKKe
PACCBIIOK 3aBeZIOMO JIOKHBIX Co00ueHni 06 akTax TeppopHU3Ma.

B uensix npeoTBpallieHus peanu3aluM yrpo3 6e30nacHOCTH UHGOPMaLIMOHHOH
HH(PACTPYKTYPhl 0OPa30BaTeLHBIX yUpexXAeHHH Poccuiickoil Denepaluy Heobx0AMMO
TMPUHATE JOMOTHUTE IbHEIE MEDBI 3aLUThI HH(OPMALUH:

1. ObecrieunTh nNpUMeHeHYWe CPeACTB aHTMBHPYCHOM 3alquThl W aHTHCIama,
d TaKkxe CBOeBpeMeHHOe 06HOB/IeHHe HX 6a3 JaHHbIX.

2. Hactpouts B CpeACTBax aHTHUBUDYCHOM 3aLUThI, aHTHUCIIaMa
(Tipy Ha/IMUKMK) TIPOBEPKY BCEX MOCTYMAKOIUX Ha 3/IEKTPOHHYIO TIOUTY BIIOXKEHHH,
3. IpouHpopmupoBarh 110JIb30BaTe el UH(OPMaLHOHHON CUCTeMbI

0 HeobXoAUMOCTH 6e30MacHOi paGoThI C 31eKTPOHHOI MOUTOH, a HMEHHO:

- BHUMATe/IbHO MPOBEPSATL afpec OTIIpaBUTed, JaXke B Clyuae COBIIa/IeHHsI UMEeHU
C y>Ke N3BeCTHhLIM KOHTAKTOM;

- He OTKpBIBaThb MUCHMA OT HEW3BECTHBIX aJipeCaToB;
- [IPOBEPATE TMCbMA, B KOTOPBIX CONEPXKATCA MPU3bIBBI K JeHCTBUSM (HarpuMep,

«OTKDOM», «IIpOYMTal», «O3HAKOMBCS»), a TaKKe C TeMaMu Npo  PUHAHCHI, DaHKH,
reoroNMTHUECKYH0 0OCTaHOBKY HJTH YIPO3bI;

- He TePeXOAUTL MO CChIIKaM, KOTOPbIE COAEP)KaTCs B 3/€KTPOHHBIX MUCHbMaX,
0COOECHHO eC/I¥ OHH JIMHHBIE /I HAa060POT, HCTIONB3YIOT CEPBHChI COKpallleHHUs1 CChIIOK
(bitly, tinyurl.comu T. .);

- He HaOXXMMaTk Ha CChIIKM U3 ITUCbMa, eC/TH OHU 3aMeHeHb] Ha CJIOBa;

- IPOBEPATL  CCBUIKH, [ake €C/IM MUChMO [OyYeHO OT JAPYroro MoJjb30BaTesist
MH(OPMALIMOHHON CUCTEMBI;

- HE OTKPLIBATh B/IOKEHHs, OCOOEHHO eCM B HHMX COJEPXKATCs JIOKYMEeHTHI

C MaKpoCaMu, apXHBbl C MAPOJISIMU, a Takxke (aiinsl ¢ pacupenusmu RTF, LNK, CHM,
VHD;
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-He IIepeXOAWTb TI0 CCbIIKAM W He CKauuBaTh (haiisibl, comepKalllecs
BO BXOJALYMX TIOYTOBBIX COOOLIEHUSIX, €CIM CPe[CTBaMHM AHTUBUPYCHOH 3aLUThI
B yKa3aHHBIX BIIOXKEHUAX 0GHapy>KeHO BpeJJOHOCHOE MPOrpaMMHOe 0GecTIeueHue;

- BHUMAaTe/lbHO OTHOCHTBCA K ITMCbMaM Ha WHOCTPAHHOM $3blKe, C OOJbILNM
KO/IMYeCTBOM Io/1yuaTesied U opdorpaduue CKUMH OIIKXOKaMU;

- B C/Ty4ae TIOSIB/IEHUsI COMHEHHH, HarlpaB/aTh MOJYYeHHOe TTUCbMO KaK BJIOXKEHHE
a/[IMUHUCTPATOPy HHGOPMAL[MOHHOHR CUCTEMBI.

4. AKTHBUPOBATb (10 BO3MOXXHOCTH) MEeXaHW3Mbl [POBEPKH 3NEKTPOHHOI MOuTHI,
POBEPKKM  TIOMJIMHHOCTA JOMEeHa-0TIpaBUTe/Is (HalpuUMep, UCIOIb30BaTh TeXHOJIOIHH
DKIM, DMARC, SPF), a Takke HacTpOHTb NIPOBEPKY  BXOASAIUMX  TIHCEM
C UCMO/Ib30BAHUEM 3TUX TEXHOIOTUH.

5. 3abnokupoBars (mipu BO3MOXXHOCTH) NojIyyeHue T0JIb30BaTe s
MH(POPMALHMOHHOM CHCTEMBI B 3/IeKTPOHHBIX MHCHMaX BIOMKEHUIl ¢ pacumpeHusmMu ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSF, WSH.

6. 3ab10KMpPOBaTh JOCTABKY MMUCEM OT 3apy6eKHBIX JIOMEHOB-OTIIPaBUTEIEH.

7. Obecrieunts  perynspHoe  OGHOBJIEHME — MCTIOMB3YEMOro IIPOrPaMMHOTO
obecriedenus, B TOM YHCIle Ha CeTeBbIX YCTPOHCTBAX (MapipyTH3aTOpax, KOMMyTaTopax).

8. ObecrieunTs MCII0/Ib30BaHKe yCTOMUHUBBIX JUVIMHHBIX naposei
AZAMUHUCTPATUBHBIX YUETHBIX 3alMCcel.

IIpu mocTynieHuu Ha afipeC 3/1eKTPOHHOM MOUTHI 3aBEOMO JIOKHOTO coobienus
00 akTe TeppopHU3Ma HEOBXOAUMO TIPUHSATH CeAYIOLIHE MepE:

1. IocTynusuiee coobiyennie 06 akTe TeppopuaMa He YAa/siTh.

2. OCymiecTBUTE  KONMPOBaHHE TEKCTa COOOILIeHHs 06  aKTe Teppopu3Ma
B Bi/le CHUMKOB 3KDaHa yCTPOHCTBA (CKPUHLIOTOB /60 (HOTOM306paKeHHil, MOy UeHHbIX
NOCpeACTBOM LU(PoBOK GoToduKcalun).

2.1. Ha ckpunmorax (¢porousobpaxeHusix) [A0/DKHAa OTO6pakaThCs CleAyiowlas
uH(opMmaLus 06 obLeKre:

- HasBaHWe TeMbl IMHCbMa (B TOM UHC/Ie eCIW IMCBMO He HMeeT Ha3BaHUS:
«<be3 TeMbI>»);

- a/pec  JNeKTPOHHOW  [MOUThl  OTNpaBUTeNst  NUCbMA,  3aHMKCUPOBAHHLIM
B Ipape, 0603HaUEHHON PEKBU3UTOM «OT:»;

- Adara ¥ Bpems OTIIpaBJ/ICEHHS ITHCbMA,
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- TeKCT MUCbMa (BK/IOYast MMOATNHCHL K Hemy, HaripuMep: «C yBaeHuewm, VBaH
MBaHOB» ), KOTOPBII MOXXET COZAeP>KaThbCsl HeMOCPeJCTBEHHO B MMUCbMe W/WJTH BO BIIOXKEHHUH
K HeMY B BH/ie IPHKpersieHHoro ¢aiina.

2.2. 3aMKCUpOBaTb Ha CKpUHILIOTEe/(GOTOU300paXKeHUM Ha/luude B  IHChMe
BJIOXXEHHsI, @ TaKXKe TPYU OTKPBITMM ero 3a)MKCUpPOBaTh aHAJOTMYHBIM CIIOCOOOM TEKCT,
KOTOPBIH OHO COZIePIKUT.

3. UCck/ounTe  KOMMpOBaHMe Tekcra coobiieHuss 06  akTe  TeppopH3Ma
(cKpuHLLOTBI/ hoTOM306parkeHUs) HeHaJ/leXxalyero KayecTBa, 06y C/I0BIEHHOTO
HeOpe>XHBIM KonHpoBaHueM, GoTorpadhHpoBaHHEM TEKCTOB.

4. Ilpy HEBO3MOXHOCTH (uKcauuu coobijeHHH 06 akre Teppopu3Ma B BH/E
CKPUHILOTOB/(OTOH300pa)KeHUH OCYIIeCTBUTb HUX (DUKCAUWIO IOCPEACTBOM (DYHKIHIA
KOMUPOBaHUs M BCTABKM B JIOKyMeHT Word (C coxpaHeHHeM YKa3aHHOH HHGbopMaluu
06 obnexTe).

5. O nocrynusieM coobieHny 06 akTe Teppopu3Ma He3aMeAIUTebHO COODLUTE
Mo eJMHOMY HOMEpY BbI30Ba 3KCTPEHHBIX OMePaTUBHBIX CTYXKO «112» nubo B Guikaiiimii
OpraH BHYTPeHHUX ZieJl.

MB/] Poccuu




